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South Lakeland District Council 

Audit Committee 

Wednesday 6 December 2017 

Preparing for the introduction of the General Data 
Protection Regulation (GDPR) and the Data 

Protection Bill 

 

PORTFOLIO: Councillor Jonathan Brook - Housing and Innovation 
Portfolio Holder 

REPORT FROM: Debbie Storr - Director Policy and Resources (Monitoring 
Officer) 

REPORT AUTHOR: Paul Mountford - Principal Performance and Intelligence 
Officer 

WARDS: Not Applicable 

FORWARD PLAN: Not Applicable 

 

1.0 EXPECTED OUTCOME 

1.1 Set new standards for protecting general data, in accordance with the General Data 
Protection Regulation, give people more control over use of their data, and 
implement new rights to move or delete personal data.  Provide a comprehensive 
and modern framework for data protection across South Lakeland District Council. 

2.0 RECOMMENDATION 

2.1 It is recommended that the members of Audit Committee:- 

(1) note the requirements of the General Data Protection Regulation and the 
principles underpinning the regulations, in particular the need to adopt 
a ‘Privacy by Design’ approach, and 

(2) note the approach set out in the report for General Data Protection 
Regulation implementation. 

3.0 BACKGROUND AND PROPOSALS 

3.1 The overarching aim of the General Data Protection Regulation is to harmonise data 
protection law across Europe, and bring it up to date with technological 
advancements.  It aims to promote a more compliance-based approach to data 
protection, with a focus on transparency, accountability and ‘data protection by 
default and design’.  

3.2 The focus is shifting away from enforcement purely against security breaches and 
data loss towards ensuring an overall compliance culture, requiring a more 
comprehensive framework of policies and procedures.  
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3.3 In summary, the key provisions and changes within the regulation relate to:  

 a need to demonstrate accountability and active regulation compliance;  

 changes to the definition of ‘Personal’ and ‘Sensitive Personal’ Data;  

 changes to the requirements in relation to informing and consent  

 a right to be forgotten;  

 reduction in timescales for processing Subject Access Requests;  

 the introduction of the concept of “Data Portability” which relates to electronic 
forms and automated data collection;  

 a significant increase in the financial penalties from Data Breaches; 

 a need to minimise data held on individuals;  

 obligations on the council where data processing is to be carried out on by a 
third party processor;  

 a requirement to conduct Data Protection Impact Assessments (DPIA) where 
processing may have an impact on the rights of individuals;  

 strengthened approach to privacy by design with a need to give early 
consideration of data protection issues;  

 the requirement to maintain a record of processing activities; and  

 a requirement to designate and publish contact details of the council’s Data 
Protection Officer.  

3.4 Implementing the General Data Protection Regulation will require a corporate, cross 
organisational approach.  All Operational Areas will understand the requirements of 
the General Data Protection Regulation and the significant implications of non-
compliance and take an active role in preparing for this.  

3.5 The General Data Protection Regulations Project Initiation Document (Appendix 1) 
sets out the scope, objectives, outcomes and deliverables of the project. 

3.6 A General Data Protection Regulation Project Board as outlined in the General Data 
Protection Regulations Project Initiation Document has been established to ensure 
senior leadership, drive and accountability. 

3.7 An implementation Action Plan is provided in Appendix 2.  A summary of actions 
underway and key actions planned is provided below.  

 Initial Assessment - an initial assessment has already been conducted based on 
the Information Commissioner’s General Data Protection Regulation 
Preparedness Questionnaires.  The questionnaire focus areas are: General Data 
Protection Regulation, CCTV, Information Security, Data Sharing and Subject 
Access; and Information and Records Management.  These form the basis of the 
work packages that make up the General Data Protection Regulation Project  

 Baseline Assessment - whilst an initial assessment has been conducted 
internally, it is proposed that Zurich Municipal is engaged (as part of the Council’s 
current insurance arrangements) to support the Council to identify any specific 
risks relating to the main changes to be implemented and more general risks to 
the delivery of the General Data Protection Regulation implementation 
programme.  The baseline assessment should focus specifically on the following 
areas (identified through the initial assessment) to review the council’s 
preparedness: Data Breach Reporting, Subject Access, ICT Preparedness to 
handle enhanced individual rights i.e. erasure, portability and contractual 
requirements.  The findings will further shape the proposed General Data 
Protection Regulation Project.  
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 Systems Review - the council will also need to conduct a General Data Protection 
Regulation Systems Review to establish what personal data it holds, who it is 
shared with, the purpose or legal basis for processing, contractual requirements, 
data sharing agreements and privacy notices. This is essential to not only 
demonstrate compliance but also to increase organisational confidence to 
respond to the demands of General Data Protection Regulations.  The Council (in 
partnership with Eden District Council) procured the services of Inform Consult to 
compile the required record of processing activities, create a single 
comprehensive Information Asset Register (IAR) and the identify Information 
Asset Owners (IAOs). 

 Data Protection Officer - the General Data Protection Regulation defines the new 
requirement for Data Protection Officers.  The current Principal Performance and 
Intelligence Officer has been appointed as the Council’s Organisational Data 
Protection Officer.  The Principal Performance and Intelligence Officer completed 
the General Data Protection Regulation Practitioner course on 26 November 
2017. 

4.0 CONSULTATION 

4.1 The result of over 2 years debate and ongoing negotiations between member states 
is that the new General Data Protection Regulation was signed off in May 2016 and 
is due to come into force in May 2018 replacing the Data Protection Act 1998.  This 
transitional period is to allow organisations that process personal information the time 
they need to adapt their Data Protection management practices. 

5.0 ALTERNATIVE OPTIONS 

5.1 As the Council is already compliant with the requirements of the Data Protection 
Act 1998, it is in a positive position to adapt to the enhanced obligations of the 
General Data Protection Regulation.  However, although the General Data 
Protection Regulation contains some familiar concepts it also introduces several 
new ones that the council will need to review, introduce and comply.   

6.0 LINKS TO COUNCIL PRIORITIES 

6.1 The General Data Protection Regulation forms part of the overall Information 
Governance Framework.  The framework links directly to the Council Plan 2014 -
2019, under the strategy heading of Innovation - as it will improve customer service 
and access to Council services. 

7.0 IMPLICATIONS 

7.1 Financial and Resources 

7.1.1 At present there is no dedicated budget required for the work to support 
implementation of the General Data Protection Regulation.  The Principal 
Performance and Intelligence Officer, as project lead, is continuing to monitor the 
deliverability of the actions within existing resources.  No additional resource is being 
requested at this stage in the project as the scale of work required is yet to be fully 
defined.  
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7.1.2 The current resource assessment is that implementation should be managed within 
existing budgets and this is consistent with the approach taken by other authorities at 
this stage, however the scale and potential cost of changes remains unknown and 
therefore difficult to quantify with any certainty.  There are two potential areas of 
concern that will be closely monitored:  

 the financial impact of variance to contracts or processor agreements to 
ensure they are compliant with the General Data Protection Regulation; and, 

 changes to the council’s ICT Infrastructure to ensure security requirements 
and individual rights can be met.  

7.1.3 Under the Data Protection Act 1998 the maximum fine is £500,000.  If the Council 
fails to notify a breach to the Information Commissioner’s Office within the 72 hour 
period or if the Council fails to comply with any aspect of the General Data Protection 
Regulation then the Council could be facing significant fines of up to €10 million or 
2% of total worldwide annual turnover (whichever is the greatest) for level 1 fines, 
and fines of up to €20 million or 4% of total worldwide annual turnover (whichever is 
the greatest) for level 2 fines. 

7.2 Human Resources 

7.2.1 The implications for the Council are significant and will have an impact on the 
working practices of all employees, members and contractors.  It is essential that 
anyone working for the Council (including contractors and partners) who handles 
personal data is aware of the procedural requirements and responsibilities of the 
General Data Protection Regulation - whether that is responding lawfully to requests, 
preventing data breaches or proactively adopting privacy by design in everyday 
working practices.  

7.2.2 A lack of preparedness and understanding of the requirements of the General Data 
Protection Regulation may lead to data breaches and enforcement action.  Given the 
scale of the new financial penalties for breaching the General Data Protection 
Regulation principles, this could be costly and also damage the Council’s reputation 
as individuals may lose confidence in the council’s ability to safeguard and protect 
personal data.  

7.3 Legal 

7.3.1 The Data Protection Act 1998 came into force in 1998 and was enacted to bring UK 
law in line with the Data Protection Directive 95/46/EC.  The Act has a dual focus as 
it not only places responsibilities on organisations (‘Data Controllers’) and their 
employees to safeguard, collect, manage and share personal data in accordance 
with the Data Protection Principles; it also gives individuals (‘Data Subjects’) certain 
rights in relation to the data the Council hold about them. 

7.3.2 The Data Protection Act 1998 has remained largely unchanged since the start of the 
millennium meaning that vast amounts of data can now be collected, transferred, 
analysed and used with relative ease.  Consequently, there is a growing concern 
that, in order to maximise the hidden potential of all of that data, the legislative 
burden imposed on those who control or process data should be lightened.  
However, the European Union has remained steadfast in its approach to data 
protection to ensure individuals have a right to control their own personal data. 
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7.3.3 General Data Protection Regulation - the European Union General Data Protection 
Regulation replaces the Data Protection Directive 95/46/EC and comes into force on 
25 May 2018.  The General Data Protection Regulation is designed to:  

 harmonise data privacy laws across Europe; 

 protect individual data privacy rights; and 

 reshape organisational approaches to data privacy and reduce data 
breaches.  

7.3.4 United Kingdom Data Protection Bill - This Bill was included in the 2017 Queen’s 
Speech and it is understood this will seek to ensure the United Kingdom has a data 
protection regime that is fit for the 21st Century.  The Bill will:  

 establish a new data protection regime for non-law enforcement data 
processing, replacing the Data Protection Act 1998;  

 ensure the UK data protection framework is suitable for the digital age; and, 

 strengthen rights and empower individuals to have more control over their 
personal data including a right to be forgotten when individuals no longer 
want their data to be processed, provided that there are no legitimate grounds 
for retaining it. 

7.4 Health, Social, Economic and Environmental 

7.4.1 The new General Data Protection Regulation contains no specific reference to 
health, social, economic and/ or environmental considerations, so at this stage there 
are no issues to consider beyond those associated with the current Data Protection 
Act provisions. 

Have you completed and Health, Social, 
Economic and Environmental Impact 
Assessment? 

Yes ☐ No ☒ 

If you have not completed an Impact 
Assessment, please explain your 
reasons. 

Analysis of these implications will be 
included as part of the wider project plan 
when considering the impact the 
Regulations will have on each service. 
These will be included in future reports on 
the implementation of the new 
Regulations. 

7.5 Equality and Diversity 

7.5.1 The new General Data Protection Regulation contains no specific reference to 
equality considerations, so at this stage there are no issues to consider beyond those 
associated with the current Data Protection Act provisions. 

Have you completed an Equality Impact 
Analysis? 

Yes ☐ No ☒ 

If you have not completed an Impact 
Assessment, please explain your 
reasons. 

Analysis of equality implications will be 
included as part of the wider project plan 
when considering the impact the 
Regulations will have on each service. 
These will be included in future reports on 
the implementation of the new 
Regulations. 
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7.6 Risk  

Risk Consequence Controls required 

Information Governance 
Framework, and its 
policies and guidelines are 
not fit for purpose. 

Distress or harm to 
individuals or 
organisations. 

Reputational damage to 
the Council. 

Financial loss or monetary 
penalty imposed. 

Detrimental impact on 
Council business and 
service delivery. 

Non-compliance with 
legislation and potential 
litigation. 

Framework, policies and 
procedures are to be 
checked, tested and 
consulted upon with 
relevant users. 

CONTACT OFFICERS 

Report Author - Paul Mountford, Principal Performance and Intelligence Officer, 01539 
793271, p.mountford@southlakeland.gov.uk 

APPENDICES ATTACHED TO THIS REPORT 

Appendix No.  

1 General Data Protection Regulations Project Initiation Document 

2 General Data Protection Regulations Action Plan 

BACKGROUND DOCUMENTS AVAILABLE 

Name of Background document Where it is available 

REGULATION (EU) 2016/679 OF THE 
EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 27 April 2016 on the protection 
of natural persons with regard to the 
processing of personal data and on the free 
movement of such data, and repealing 
Directive 95/46/EC (General Data Protection 
Regulation) 

http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:OJ.L_.2016.119
.01.0001.01.ENG&toc=OJ:L:2016:119:TOC  

The Data Protection Bill will update data 
protection laws for the digital age and was 
introduced to the House of Lords on 13 
September 2017 

https://www.gov.uk/government/collections/d
ata-protection-bill-2017  
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.119.01.0001.01.ENG&toc=OJ:L:2016:119:TOC
https://www.gov.uk/government/collections/data-protection-bill-2017
https://www.gov.uk/government/collections/data-protection-bill-2017
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